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Mobilni, tableti, 0T

Nestaje granica odbrane

Prihvatanje cloud-a
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Security as a Service




Kako da se onda odbranimo?  Net&aes

1. Sistematicno - D>
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Cyber Kill Chain

Cyber Kill Chain *-Vojni.concept, primenjen na Cyber
Security

; «-Razvijen'u Lockheed Martin -u
tokom'2011.8.

« Opisuje 7 faza koje ce protivnik
primeniti u napadu na
organizaciju

Intrusion

Active Breach I

- Napad se smatra uspesnim kada i
ako se izvrSe sve faze napada




Cyber kill chain - faze
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RECONNAISSANCE

1. Reconnaissance - izvidanje

TraZenje informacija o cilju, pretraga
email adresa, LinkedIn i Facebook
profila tj. socijalnih mreza,
informacija sa konferencija,sa
fakulteta, raznih foruma, igrica i sl.
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WEAPONIZATION

2. Weaponization -
naoruzavanje

Spremanje malvera, spajanje

“payload”-a sa ranjivostima.

Kreiranje alata za udaljeni pristup,
kao Sto su virusi ili crvi krojeni po
meri, posebno ako se zna vrsta
ranjivosti koje se moze iskoristiti.
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*@ 3. Delivery - isporuka

DELIVERY Isporuka s.prenjljer.log oruzija -
malvera cilju-zrtvi, putem emaila,
web-a, USB-a ili na drugi raspoloziv
nacin.
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@ 4, Exploitation - esploatacija
o~ |

Pokrece se:malver koji cilja mrezu,
racunare i servere, mrezne uredaje i
sl. da bi pronasao i iskoristio
eventualne ranjivosti unutar
sistema.

EXPLOITATION
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Malware instalira pristupnu tacku
na sistem, (na pr., "backdoor") koji
¢e napadac koristiti u sledec¢im

fazama napada/upada.
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COMMAND & CONTROL (C2)

6. Command & Control -
upravijanjei kontrola

Malver pruza napadacu priliku da
preuzme kontrolu i upravljanje
unutar sistema - da ima “ruke na
tastaturi” i prakticno stalan pristup
mrezi.
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u /. Actions on Objectives -
akcije nad ciljem

ACTIONS ON OBJECTIVES

Sa “sekirom u medu”, napadac
izvrsava zeljene ciljeve - akcije, kao
Sto je izvlacenje podataka,
unistavanje podataka ili kriptovanje
dokumenata i ucena (ransomware).
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Cyber kill chain - odbrana

1. Detekcija
2. Zabrana/sprecavanje pristupa
3. Ometanje, iskorenjivanje ili obmana

4. Oporavak
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Cyber kill chain - odbrana Netess

testow conflguratlon hardenlng
application remediation i izolacija.

2 paloaiic v o, EUAT®

Symantec.
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WAF, DDoS SSLlnspekcua enpomt
zastita, izolacija.

8 palog o v+ Bt

symantec  GURI
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Cyber kill chain - primer
Kako pocinje napad...

in Emailovi (100%)

Hello,

We're updating our Terms of Service and wanted to give you an overview of : POtvrde n O Otvo re n i h

some of what's new. These changes impact our User Agre it

Privacy Policy, Cookie Palicy and Professional Community P es and are (27%)
effective May 8, 2018. Anytime we make updates, we hope to make it easy

for you to understand your choices and the control you have over your data

and content on Linkedin.

Klikova (15%)

Check out my b t for full detalls. Here's some of what's new

We make it even easier to understand the data we have about you, ) o ¢
how you can correct it and how you can ask us to stop using it. G u b It ka krEd e n c Ij a I a (5%)

Our new settings give you more control over ads you see and more
transparency about the data shared with advertisers.




