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Email

Percentage 2015 2016 2017

spam rate 530/0 530/0 550/0

Targeted attack infection vectors
Known infection vectors used by targeted attack groups. Spear phishing is by
far m t popula

Web Ser zed Watering Hole  Spear-Phishing
d:

Exploits Soft'.' U ate Emalls

“Spear-phishing emails

emerged as by far the most
‘widely used infection vector,

employed by 71 percent of
groups. ”

Symantec ISTR 23 (2018)
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Prosecna cena phishing napada za srednja preduzeca u SAD?
$1.6 miliona

Prema SANS institutu, 95% od svih ndpada na.preduzeca su rezultat
uspesnih ciljanih (spear) phishing napada.

Prema Symantec-u, phishing je u porastu kod svih grana privrede |
preduzeca svih velicina — nijedna kompanija nije sigurna.

Prema Webroot Threat Report-u, skoro 1,5 miliona novih phishing
sajtova se kreira svakog meseca.
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Vecina, ako ne svi, vasi zaposleniverovatno. nisu u mogucnosti da
prepoznaju phishing email — premaintel-u, 97% ljudi sirom
sveta ne mogu da prepoznaju sofisticirani-phishing email.

Prema Deloitte-u, jedna trecina potrosaca je rekla da ce
prestati da radi sa firmama koje su-imale cyber securit :
upad/curenje podataka, cak i'ako-nisu pretrpeli materijalnu stetu.

Prema Aviva, nakon curenja podataka firme, 60% kupaca ce
razg/?is/jati o odlasku kod konkurencije, a 30% ce to | stvarno
uraditi.
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m. netoperacije.000webhostapp.com

’ Pocetna Download Prodaja email baze Dokumentar

PRODAJEM EMAIL ADRESE IZ SRBUE
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Prodajem 800.000 ema bije kG su 99%, Mejlovi su kako privatni, ¢
institucija, udruzen;a skola fakulteta | 8l. ( baza se redovno, pedantno azurir;
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Odgovomo tvrdim da ovako "Gstu” baza mullo.a iehnologiju nema niko u Sebi !

Ponuda je ozbilna | sve e talno kako sam napisao

Ceo paket koés 000 din X800.000 mejlova + softver + uputstvo), CD Salem podtom | plata se pouzedem
(Eventuaing mozete uzet polovinu baze za 10.000 din. da vidite efekte slarga, il ako nemate novea).

Ako ste zainteresovani, piie mi na ;| emailsroia @ protonmail.com

Pored mejlova dajem i 20-ak linkova za detaljno pretrazcvan;e firmi Srbue po delatnostima !
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What phishing impacts have you experienced?

2017 2016 W

38

30 | 27
20 | 17

13
N . 7

Malware Compromised Loss
Infection Accounts of Data

lzvor: Kvartalna anketa infosec profesionalaca za 2018 - State of the Phish Report
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 Spear phishing

 Clone phishing

* Whaling

* Voice phishing (Vishing)

« SMS phishing (Smishing)
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We're updating our Terms of Service and wanted to give you an overview of
some of what's new. These changes impact our User Ag

acy Policy, Co Palicy and Pro onal Community Policies and are
effective May 8, 2018. Anytime we make updates, we hope to make it easy
for you to understand your choices and the control you have over your data

and content on Linkedin.

Check out my blog post for full detalls. Here's some of what's new

We make it even easier to understand the data we have about you,
how you can correct it and how you can ask us to stop using it.
Our new settings give you more control over ads you see and more
transparency about the data shared with advertisers.
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Hello,

We're updating our Terms of Service and wanted to give you an overview of
some of what's new. These changes impact our User Agreement,

Privacy Policy, Cookie Policy and Professional Community Policies and are
effective May 8, 2018. Anytime we make updates, we hope to make it easy
for you to understand your choices and the control you have over your data
and content on Linkedin.

Click to Agree
https://iknd.in/?rid=Yi8WnXP

Ol rmy wroy poovror runrwasdi il Here's some of what's new:

o We make it even easier to understand the data we have about you,
how you can correct it and how you can ask us to stop using it.

e Our new settings give you more control over ads you see and more

transparency about the data shared with advertisers.
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Hello,

neewamnaor ™ Jrgent GDPR Updates to our Terms of Service

some of what's new

P

Privacy Policy, Cook

effective May 8, zu‘a i e .
for you to understanc Llnkedlﬂ Market|ng <n0'rep|ay@lknd.|n>
.- 'a Qv s b AR e T et e

and content on Linke

Viadimir Vucinic

andaw L 5%
Ueosld "'. Vid '\' L L

Check out my 00g p ShO\',' Dptalls

We make it even easier to understand the data we have about you,

how you can correct it and how you can ask us to stop using it.

Our new settings give you more control over ads you see and more

transparency about the data shared with advertisers.
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Hello,

We're updating our Terms of Service and wanted to give yoq an overview of
some Of \hat new Thaea rhannae imnant fare | e armant

Frvey oy, Oome NETTH Py Pat-'
s rom massmail.netpp. local

{(195.252.83.163])
1d 2124-vbs110155706wng

for you to understand Rcc c 1 Vc d .

and content on Linkec b )t

et g for <viadimir@netpp.rs>;
Tue, 22 May 2018 ©0:32:55 -@87¢0 (PDT)
Checkoutmybloa > Received-SPF: pass (google.com: domain of no-replay@lknd. in

. wemakeiteve SENMEr) client-ip=195,252.83.163;
nowyoucance Agthentication-Results: mx.google.com;
o Our new setting spf=pass (google.com: domain of no-replay@lknd. in de
a2 sender) satp.mailfrom=no-replay@lknd. in
Received: from massmail (localhost [127.0.0.1))
by massmail.netpp.local (Postfix) with ESMTPS id B6
for <vladimir@netpp.rs>; Tue, 22 May 2018 ©09:32:54
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in

Hello,

We're updatingou ~ DOMAIN INFORMATION
SOME O Wi 1w ISRl lknd.in
i dpmad | [N e com LLC (RE5-AFIN)
for you to underst: Registration Date: 2018-05-08
SRS OR X Expiration Date: 2019-05-08
Updated Date: 2018-05-08
Status: clientTransferProhibited

Check out my blog anrver TranafarPrahihitad

viada.in
is available 1year

Name: Viadimir Vucinic

Iknd.in Updated 1 day ago <

Organization: Net++ technology
Street: Bulevar vojvode Misica 39a
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..............

.........

~ 130 emailova (100%)

36 potvrdeno otvorenih
A27%)
: 20 klikova (15%)

7 gubitka kredencijala
)
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Prema Verizon Data Breach Investigations Report, 30% phishing
poruka se otvori, a 12% klikne na link'ili-otvori maliciozni prilog.

Ako nase podatke/statistiku povezemo sa.-raspolozivih 800.000
email adresa u Srbiji, dobijamo::::

800.000 x 5% = 40.000 username/password-a (samo u Srbiji)
800.000 x 15% = 120.000 ce kliknuti na recimo maliciozni link

“Mejlovi su kako privatni, tako i od firmi, institucija, udruzenja, skola-
fakulteta i sl. ( baza se redovno, pedantno azurira ).”
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Welcome bojan!
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Croate rew Torplate
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Launch Campaign
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&§§> Clicked Link List

Clicks: 24
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- Redovno azuriranje Sablona (akcenat na lokalnom sadrzaju)

 Pretplata/servis
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