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DLP

Managing Data Protection and Compliance is Complex

You have too many plates to spin...

Cybersecurity has to deliver
because the stakes are high

Board Responsibilities Legal
Privacy Business Disruption
Requirements Ethics

Lost Revenue
Regulations -
Global, Regional, .
National Supplier Risk Reputational Damage
........................................................... & Lower Trust
Standards - . . :
Industry Specific, Cybersecurity & Fines, Penalties & Prosecution

Data Protection

Customer Driven




pLr

T h e st a ke S are h i g h Won;ldsBlggesttData Breaches & Hacks

Privacy Regulations (e.g. GDPR) -> Fines

Insider Risk

Credential Theft

Vulnerabilities Non-compliance fines
Collective Legal Actions
Attackers Reputation Damage

Business Operation Impact

NetCXs




DLP

Data Protection Challenges and Disruptive Drivers

Whatshpe s.asana €1  zendesk l') i ;
Google amazon
N \$ine I] Ofﬂce 365 .’E £ webservices QQ @ \
| e e mye ok | i,
] @ Polldaddy % slack
A C R Q)
ZERO TRUST SECURE DIGITAL WORK FROM ANYWHERE
Defend increasingly blurred network perimeter TRANSFORMATION Remote work is becoming new norm during
and expanded attack surfaces COVID

Accelerated transition from legacy on-prem to hybrid

cloud
COMPLIANCE & PRIVACY INTELLECTUAL PROPERTY
Regulators cracking down on checkbox PROTECTION
compliance and putting pressure on security Deliberate data theft by employees is easier in
budgets work-from-home environment




DLP

Generative Al — A new treat to sensitive data

e Automation Efficiencies 0 Security Concerns
: L ® :
- ' Personalization Benefits Privacy Concerns
|
a—--ul
' @ Optimization Benefits @
Innovation Opportunities
Sensitive Data

Legal Concerns

Integration Concerns

NetChs




DLP

Protection with a Unified, Accurate System

World-class protection, the simpler way

Works
Everywhere

Storage

Devices

NetCXs

Easy to Operate

“Write Once, Deploy

Everywhere”’ Policies

Highly Accurate Risk

Detection

O

Insights

O

Adaptive,
Context Aware
Controls

O

What data?
Which policy?
Where triggered?
Who did it?
What action?

Automated Full Context
Incident Triage Incident Alerts

OO

Happy
Stakeholders

Security Teams
Customers
Regulators
Leadership

On-Premises
Data
Retention

Expertise

Data
Health Sovereignty
checks

Better Protection

Faster Response

Compliance Support




SLAVICA

- tipiéan zaposleni

- proSla cybersecurity obuku (ali...)

- posla preko glave

- veruje da IT ne radi nisSta po ceo dan

- veruje da IT samo smeta i izmiSlja nesSto

- vredna, radna, ali nije bas da voli racunare

jedan radni dan

Net(6s

TECHNOLOGY




BRACGRYICH

- tipican hacker

- posla koliko zeli (i sa neke egzoticne lokacije)
- veruje da IT ne radli nista po ceo dan

- veruje da moze da upadne u svaki sistem

- sa lakocom izvlaéi podatke iz firmi

prodaje tude podatke kako bi Zziveo luksuznim Zzivotom

jedan dan

NetChs

TECHNOLOGY




KAKO TO0 57T vARND
IZGLEDA (DeMOl?

- prikaz DLP core resSenja, konzole

- prikaz polisa 1 upravljanja sa detekcijom

- response rule - sSta nam je raspolaganju

- incidenti i analiza (DLP konzola)

- Slavica radi sa vise poverljivih dokumenata

- kopiranje dokumentata sa poverljivim podacima

NetCXs




Symantec Data Loss Prevention
Solutions

DISCOVERY MONITORING DATA PROTECTION RISK ANALYTICS VISIBILITY THREAT PROTECTION COMPLIANCE

@.:Syma ntec.

by Broadcom

>
NetCXs




pLr

Broadest Coverage of Data Loss Channels

REMOVABLE
STORAGE

DESKTOP

EMAIL

WEB APPS

VIRTUAL UNIFIED

DESKTOPS/
1101101
010101

11100
010

MANAGEMENT

SHAREPOINT

@ﬁ.:Syma ntec.

by Broadcom

OFFICE

365 NAS FILERS

NetChs




DLP

Multi-Layered Detection Catches What Others Miss

High levels of accuracy and control with minimal false positives

DESCRIBED CONTENT INDEXED DOCUMENT EXACT DATA EXACT MATCH SENSITIVE IMAGE VECTOR MACHINE
MATCHING MATCHING MATCHING DATA IDENTIFIER RECOGNITION LEARNING
v v v v v v

SIMPLE TEXT UNSTRUCTURED DATA STRUCTURED DATA STRUCTURED DATA IMAGES & FORMS NEW & CHANGING DATA

* Matches data identifiers, * Matches binary signature « Matches only the values « Matches only the values « Matches key points in + Matches on similarity % 1
keywords, regexes or contents of file from your records from your records forms and text extracted to learned data

« Common pattern-based * Documents and files + Structured, tabular data « High degree of accuracy from images - Effective at recognizing S m a nte C
data for PlI pattemns in unstructured y ™

data
by Broadcom

> )
NetChs




bLr TOe & TLOBD

Protect Your Organization’s Confidential Data Everywhere

DLP Cloud

Cloud SWG Detection Service
(WSS Cloud Proxy) for ICAP

1072310 DLP Cloud
.......................... J Detection Service CloudSOC CloudSOC
o/ v510 for REST Securlets Paasnaas Private
. Cloud
o) e
Email Security Detection Service Ch o0 TLS/ REST API @
Service for SMTP . SSLITLS 443
. CloudSOC
......... E'q . Gatelets
’ 'I Policies / Incidents ‘
Information Centric N [5LP Enforce Oracle
Analytics Management Server DB

¥ 3

1101101
N 010101
AN oo |
010,

DLP for Networks - Data In Motion DLP for Endpoints - Data in Use

.. ' . Laptops/
DLP Network Prevent for Email M MTA _ e S DLP Endpoint Discover E Desktops
& ........... Policies | == = * == = = = = s, ssssns== Policieg8! =« s« = 222222 =
........... Incidents " T T Tttt teoteteteece qncidents ttctoteot-
[0 e ] . . ‘ Virtual
DLP Network Monitor o SPAN - - DLP Endpoint Provent LI Desktops
@Em Tap "
1+ web .
DLP Network Prevent for Web =l Proxy DLP for Storage - Data at Rest
. 4 Ent . '-E'-
" ([t Ry " i 1~} nterprise
DLP Detection — Sensitive Image Recognition v  massssssasrsasaaaassaassaasaas DLP Network Discover gﬁ- Repositories
[o o] i
. N n DLP Network Protect mm (e Servers m a n l '
Optical Character Recognition Form Recognition + == ™

by Broadcom




DLP

Risk Analytics — ICA

Accelerated DLP Advanced Analytics Connecting the Dots
Incident Management

Integrated behavioral analytics capable of

Expedite triage by automatically Analysis of large, complex data sets to analyzing alerts and telemetry from

ﬁltenng thmugh the noise to create clear V|S|b|[|ty into those diverse Security sources, inc|uding

prioritize the highest risk behaviours that demand immediate DLP, CASB, WSS — connecting the
incidents for investigation investigation and prioritization dots between violations, users,

accounts and assets.

Net

@.:Syma ntec.

by Broadcom




DLP

User Risk-Based Detection: DLP + Information Centric Analytics (ICA)

What is it?
- Risk-Based Detection lets you include a user risk score as part of a DLP policy.

. User Risk Score Detection Rule

lets you detect content based on user risk score and can be combined w/ any
other rule.

.- User Risk Response Rule condition
lets trigger a response action based on user risk score.

Benefits

- Leverages ICA user-risk scores, calculated from multiple sources
Risk score: 1 to 100 (w/ 100 being highest risk)

- Provides ability to apply stricter policies to high-risk users
.- Helps maintain flow of business, while preventing high-risk activities

@ﬁ.:Syma ntec.

by Broadcom




DLP

Getting the Right Incident Response

Right Metrics 0/_\9 ......................................... Right Automation.

Prove Results to Execs and Auditors / \ Resolution, Enforcement, Notification
. Rig htAction........................................ ° O ........................................ Right Person.

1-Click Response Route Incidents to Right Responder
Information Centric
Analytics

Right Information..... .. e 9 ...................................................... Right Order.

5-Second Test \/ High Severity of Incidents First
90% of DLP is Incident Response

@.:Syma ntec.

by Broadcom




DLP

Operational Simplicity Leads To Better Outcomes

Solve the skills shortage problem

Piecemeal == Higher Quality Outcomes _> Integrated
Detection Potentially broad, but fragmented Broad - detection everywhere
(_. r.\ O e e e s
[usl.ol False alerts or missed detections ) Y Full context, shared intelligence
Response a @ ¢ - 9
_ e
. Multiple policies lead to delays e . .
Policy & lower quality : . Unified policy, simpler to manage
B |
e [
Skills Staff must specialize Less need for specialist teams
............................................................... ._|5'.':
Compliance - .
Reporting Conflicting data sets Data all in one place @ Sym a nte C )

by Broadcom




pLr

Stop Policy Complexity From Damaging Your DLP Outcomes

Staff Policies

Vendor A a —> —» Testing —» On-Prem
X_’X ............... Y- »
Vendor B - —» Testing —» Cloud Resource intensive
Multi-vendor, L @ i L[
fragmented DLP e >< ....... >< ............... >< .................. |n00mpat|b|e po“mes
Vendor C o —> —» Testing —» Web @ Higher risk of errors
[
N X ....... X ............... X .................. < TR response
Vendor D & —> —» Testing —» Email
On-Prem @ Fewer Resources
Symantec DLP [ Cloud @ Single policy, reusable objects P
4 _y Web o
e Accurate deployment S m a nt e C
Email O rast y "

by Broadcom




DLr INTeGxRATIIA

Email Security.cloud

DLP Cloud
E ils it Detection Service cl dsoc . . . . ven . .
M Service for SMTP Cloud Managed DLP /Enforce e Monitor DLP Profiles to identify sensitive data in emails

M e Provide remediation or trigger encryption via Policy Based Encryption in
......... G .................... Email Securitycloud

e Multiple Deployment options

Forward Mode (DLP, Threat Protection, Encryption)

Learn More ° New

1 Q) —(my
Policy Office 365 .
DLP Cloud Email Security.cloud
Configuration Assessment via Securlet
Cloud DLP WSS Reflective Mode (DLP Only)
Cloud DLP Email AEO—

| ' £
Response Template Q ‘ -
Microsoft 365 o o Symantec DLP Cloud
Shadow IT Discovery via Audit Sym a ntec

- by Broadcom




DLr INTeGxRATIIA

XDR: Endpoint protection and CloudSOC integration

Correlates suspicious user behavior on endpoints and cloud services

Attacker uses stolen
authentication details
to gain access

Attacker steals

authentication details Analyst views attack

and outcome of

N : Embedded attac(l:oi:sil:ingle
Managed Endpoints  Incident is XDR Analyst
,-. Attacker generated —
=5 % J|||I||
] Office 365 = slack - ] (e -.......
bOX servicenaw Symantec Global >
C,“] Intelligence Network e —
Cloud Services : Endpoint Securi
Q9 (GIN) Al and ML Analysis P ty Embedde™™
XDR enriches
\ttacker activity is Irglc?fcrlggléh :
observed by events and
CloudSoc incidents

101410
5 2 B < () .. ;

Data Identity Unmanaged UEBA Web Email

Exfiltration ivi (CASB) Endpoints (CASB) (WSS)
(DLP) (CASB) Cloud SOC

(CASB)

Net(ts

@.:Syma ntec.

by Broadcom




DLr INTeGxRATIIA

DLP and MS Purview (MPIP) integration

DLP can decrypt MPIP-protected files and read MPIP tags across all vectors,
and apply MPIP tags on files across supported vectors.

= Decrypts MPIP files/emails*

Clougel'?:it:ection Clg:f_lv Pce:':fc;ion = Detects MPIP tags
i
(for Cloud SWG or N . CloudSOC CASB) = Suggests/Applies MPIP tags
0365 Outlook) on MS Office docs**

= Suggests/Applies MPIP tags
on MS Outlook emails

~—— *Mac Agent decrypts files only
et ! e —— e **For cloud, tagging is available for
- “ e 1 Sel ,’ ------------

PP NS OneDrive & SharePoint repositories
Network Prevent /
Network Monitor \
( Additional features: B

monitored by CloudSOC Securlets
- DLP servers/agents
Network Discover handle authenticated
proxies

\.* No plug-in required Y,

NetCXs

@.:Syma ntec.

by Broadcom




DLP

Why Symantec For Information Security?

Performance At Scale:
Leading levels of data detection, rich incident context and broad integrations from a single policy

ACCURATE DETECTION REDUCED BURDEN

Symantec DLP offers superior User Risk and rich incident context Simplified workflows around the

protection across many channels allows adaptive data protection needs of the DLP Admin and
Incident Response teams

i
Single DLP Policy Adaptive Protection, Total Cost
Across All Channels Faster Remediation of Ownership

— ] @.:Syma ntec.

3§

' . -
" P
protect ther N
-0

information wherever
il resides

by Broadcom

NetChs




riTANJIA?Y

NetCXs



NetCXs

TECHNOLOGY

HVALA NA PAZN]!

+381 11 36999 967
www.netpp.rs
Otokara KerSovanija 11/39, Beograd
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